Haile Selassie Avenue
P.O. Box 60000 - 00200 Nairobi Kenya
Telephone: 2861000/2863000,
Email: supplies@centralbank.go.ke

ADDENDUM NO. 1

TENDER FOR UPGRADE/RE-DESIGN AND RENEWALS OF PERIMETER
FIREWALLS LICENSES AND TECHNICAL SUPPORT FOR CENTRAL
BANK OF KENYA
TENDER NO. CBK/070/2021-2022

The above captioned tender was published on the websites on 13™ April, 2022. In response to the
clarifications sought during the pre-bid meeting held on 215 April 2022, the Bank is hereby issuing
Addendum No. 1 in line with Section 75 of the Public Procurement and Asset Disposal Act 2015 and
will form part of the tender document.

Provide serial numbers for the existing Cisco
firewalls and switches for generation of
SmartNet licenses

No | Clarifications Sought Responses

1 Please advise/confirm the installation sites for the | Installation site for the Cisco 2130 Firepower
Cisco 2130 firewalls and the Checkpoint Smart- | appliances will be CBK-HQ and Smart-1 Manager
1 Manager will be at KSMS

2 They are as follows:

KSMS FTDs
JMX2148Y06R
JMX2148Y06S

KSMS FMC:
FCH2146V21P - Kindly note that KSMS FMC (mode
FMC1000KD9) is quantity is 1 one (1).

HQ FTDs

Serial Nos. for the 6 Cisco Firepower Threat Defense
firewalls FPR2130-NGFW-K9 are as follows:
FCZ2335M08B

FCZ2335M099




FCZ2335M095
FCZ2335M092
FCZ2335M093
FCZ2335M09A

HQ SWITCHES
Serial No. for the 6 Cisco Catalyst C9200L-24T-4X-
A switches are as follows:

JAE23270TTH
JAE23270TSZ
JAE23270TTJ
JAE23270TWD
JAE23270TT3
JAE23270TRE

3 | Do the inter-firewall switches have enough free | pjgace see helow updated tables which will replace
physical ports for connecting the additional -

g the existing tables on the tender document.
appliances?

4 Please confirm the locations where the | Both Checkpoint and Cisco Firewalls are deployed
Checkpoint and Cisco Boxes are deployed. | in CBK HQ/DR. The devices in this tender are for
Additionally please share existing network | Perimeter.
architecture. This is required to fill the | Hence the existing network architecture will not be
Implementation Schedule tables defined in the | provided.

RFP

5 Would you kindly provide me with the sites | All the 2130 are for CBK HQ datacenter
which Cisco Firepower 2130 NGFW Appliance,
1U, 1 x NetMod Bay will be deployed? i.e., CBK
or KSMS

6 L-AC-APX Cisco AnyConnect Apex License are | Yes.
purchased in bundles of 25 as the lowest quantity.

Can we quote for 25 Licenses instead of 20 as
asked in the tender document.

7 | Are you currently running any contexts on the | NO
firewalls? Please confirm

8 | We request CBK to allow Bidders with | CBK is a critical organization that requires high
Checkpoint authorization and partnership to | competency to support its infrastructure.
quote for the RFP. CCSP certification will restrict
the participations.

9 Please elaborate on the business issue CBK is e Current licenses are expiring.
facing on the HQ and KSMS perimeter design in e Replacement of EOL devices
order to suggest the best possible network e The additional devices are also for
redesign architecture. separating the Corporate from partners’

traffic/access

10 | Please confirm the locations where Check Point | Checkpoint 5400 appliances are for KSMS. The
NGTX Licenses for 2 existing 5400 Checkpoint | devices in this tender are for Perimeter.
and Cisco Boxes appliances are deployed.

11 | Please confirm whats the existing Smart-1 | These are to replace EOL devices in KSMS.

Appliance and is CBK planning to replace the
same with the New Appliance or they are
planning to use separate Smart-1 Appliance for
CBK and separate for KSMS. Please confirm.

CBK and KSMS will each have its Checkpoint
managers




12 | CBK has more than 100 Users in their existing | This a use case for CBK VPN for a particular group
environment. Please confirm who are the | to be communicated to the winner.
intended users for 100 Licenses.

13 | Please confirm the locations where the Cisco | KSMS perimeter firewalls
FPR2120 Threat Defense, Malware and URL
Cisco Boxes are deployed.

14 | Please confirm where does CBK wants to deploy | CBK HQ Datacentre
the additional Cisco Firepower 2130 NGFW
Appliance, 1U, 1 x NetMod Bay appliances. This
is required to fill the Implementation Schedule
tables defined in the RFP

15 | In T2, it states that Provide LPO and completion
certificate from at least four (4) major customers | Bidders are to provide LPO and completion
within the last 6 years, where the bidder has | certificate from at least four (4) major customers
implemented perimeter security Checkpoint | within the last 6 years of either where the bidder has
and/or Cisco. Confirm if we provide evidence for | implemented either perimeter security Checkpoint or
both checkpoint and cisco or can we provide for | Cisco.
either?
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Bidders requested for extension of the

closing/opening date.

The tender closing/opening date is extended from
27" April 2022 to 4" May 2022 at 10.30 a.m.




A. CHECKPOINT LICENSES RENEWALS/UPGRADE/RE-DESIGN

SERVICES RENEWAL

Expire Renew upto Bidders to confirm
Compliance status
(FC: Fully Compliant,
PC: Partially Compliant
Appliance Part Number Description Qty and NC: Not compliant)
Check Point NGTX Licenses for 6 existing 6800 June 2022 | 31-Aug-2025
CPAP-5G6800-Plus | CPEBP-NGTX appliances 6
Check Point NGTX Licenses for 2 existing 5400 June 2022 | 31-Aug-2025
CPAP-SG5400 CPEBP-NGTX appliances 2
SmartEvent, SmartReporter and Compliance blades for June 2022 | 31-Aug-2025
CPSM-NGSM10 CPSB-EVS-COMP-10 | 1 gateways (Smart-1 & open server) 2
SUPPORT RENEWAL
CPAP-SG6800-Plus CPCES-CO-PREMIUMPRO-ADD 6 June 2022 | 31-Aug-2025
CPSM-NGSM10 CPCES-CO-PREMIUMPRO 2 June 2022 | 31-Aug-2025
CPAP-SG5400 Premium collaboration enterprise support 2 June 2022 | 31-Aug-2025
ADDITIONAL APPLIANCES/LICENCES
Smart-1 600-S Base Gen-6 Security Management, Log 31-Aug-2025
CPAP-NGSM600S- and SmartEvent appliance for 5 gateways (SmartEvent
Product BASE & Compliance) 2
SmartEvent, SmartReporter and Compliance blades for 31-Aug-2025
CPSM-NGSM5 CPSB-EVS-COMP-5 | 5 gateways 2
CPCES-CO- Collaborative Enterprise Support - PremiumPro Add-on 31-Aug-2025
Support PREMIUMPRO-ADD | for Products 2
CP-HAR-RA CP-HAR-RA- 3Y Harmony remote access (CBK) 100 31-Aug-2025
4 Port 10GBase-F SFP+ interface card for 6000, 7000, 31-Aug-2025
16000,26000 and 28000 series. Requires an additional
Checkpoint module | CPAC-4-10F-C 10GBase SFP+ transceiver per interface port. 4
SFP+ transceiver for 10G fiber Ports - short range 31-Aug-2025
SFPs CPAC-TR-10SR-C (10GBase-SR) 8
Collaborative Premium Support (3years) Collaborative Premium Support (3years) 31-Aug-2025




B. CISCO LICENSES RENEWAL/UPGRADE/RE-DESIGN

SERVICES

Expire Renew upto Bidders to confirm
Compliance status
(FC: Fully Compliant,
PC: Partially Compliant
Components Part Number Description Qty and NC: Not compliant)
L-FPR2130T-TMC Cisco FPR2130 Threat Defense, Malware and URL 6 June 2022 | 31-Aug-2025
L-AC-APX Cisco AnyConnect Apex Term License, Total Authorized June 2022 | 31-Aug-2025
Users [HQ users] 400
L-FPR2120T-TMC Cisco FPR2120 Threat Defense, Malware and URL 2 June 2022 | 31-Aug-2025
L-AC-APX Cisco AnyConnect Apex License, KSMS Users 25 June 2022 | 31-Aug-2025

FTDs FPR2130-BUN Cisco Firepower 2130 Master Bundle 6 16-Oct-22 | 31-Aug-2025
FTDs FPR2120-BUN Cisco Firepower 2120 Master Bundle 2 20-Aug-22 | 31-Aug-2025
FMC FMC1000K9 KSMS FMC 1 June 2022 | 31-July-2024

Catalyst 9200L 24-port data only, 4 x 10G, Network 20-Aug-22 | 31-Aug-2025
Switch C9200L-24T-4X-A Advantage 6

ADDITIONAL APPLIANCES/LICENSES

Cisco Firepower 2130 NGFW Appliance, 1U, 1 x NetMod 31-Aug-2025

FTDs appliances FPR2130-NGFW-K9 | Bay 2
Licenses L-FPR2130T-TMC Cisco FPR2130 Threat Defense Threat, Malware and URL | 2 31-Aug-2025
Catalyst 9300L 48p data, Network Essentials ,4x10G 31-Aug-2025

Cisco Switch C9300L-48T-4X-E Uplink 2
SNTC-8X5XNBD Catalyst 9300L 48p data, Network 31-Aug-2025

Smartnet CON-SNT-C9300L4E | Essentials 2
Cabinet Jumper Power Cord, 250 VAC 13A, C14-C15 31-Aug-2025

CAB-C15-CBN Connectors 4
C9300L-SSD-NONE No SSD Card Selected 2 31-Aug-2025
C9300L-DNA-E-48 C9300L Cisco DNA Essentials, 48-port license 2 31-Aug-2025
C9300L-DNA-E-48- C9300L Cisco DNA Essentials, 48-port, 3 Year Term 31-Aug-2025

3Y license 2
PWR-C1-350WAC- 31-Aug-2025

P2 350W AC 80+ platinum Config 1 Secondary Power Supply | 2
SFP-10G-SR-S= 10GBASE-SR SFP Module, Enterprise-Class 8 31-Aug-2025
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C. PARTNER SUPPORT

3+ years support 31% — August 2025

All other terms and conditions of the Tender Document remain the same.

DEPUTY DIRECTOR/HEAD OF PROCUREMENT
GENERAL SERVICES DEPARTMENT

25t April 2022



